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1 MFEHERIAR Introduction

1.1 #18X Overview

1.1.1 iEHArF V114 /- Company Profile

RITHERTVAET WA RA T, RIFK “AT5E CA” (458 DFCA)
DFCA [ &My, mirttafE S, b AR JE T BRI 7R L 5555
JSLFH AU, SR BLIESE R 1 PRI AM L TR AR 55, $RANHE “ S NIE SRBUE R
TAENIE. B4 S A H P UE R SCHE RS

DFCA J"#2 (h e NRIEME BT84 5 (R T IMERSG EHINE) HIZEK,
B [ 215 2 A IR S AR BOR 2R, K4 FE SOM OGE AL S AR AERLYE, R AT [ X
B A PR 4 s MO T PR P A S BT B8 AR 55 S IR A, T A
FRAL. AR AIEE BTV R I 2R S A N SR 2 A g A
HIH T AIEAR S5, AR RS S 2 A AR

[

B

H

1.1.2 iEH 5K W% Certificate Policy (CP)

A CP bt 2 R R _EEIA N FRES (BLURERR “AERRREIAIER” ) AR5
(CP), J& DFCA RTHARREIAUES SRS S8, &HT A B DFCA 28R A& B4
PREEIAIED KA XS5 A,

AR REIAE RIREA 2 IR RS IC & (DUNRIRRAERR) A RS AES,
FEOUHAR R R AR AE. Ber4a . Banines . Batidid, #5054 A E R
R . A& CP ARESEN DFCA MIEZ 577 2B R HEIE L. DFCA %2 575 Z [AlH]
BRI 5%, B AR AT 2 18] 2 3 (0 25 RSO E

DFCA VE A% =I5 T IEMR S I, FEA CP LR T A 2 A A fR R B ACIE S
DFCA #liT ft AR BIAIESS BT EAR S50k 55 FUN (CPS) 332K CP #IZ)3R. T DFCA
FARRENAE BT BRI NS HRA CP R ARG CPS HIRLE, YR A5 (s A
f£.
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A CP 3BAE LT b RS «
1. GB/T 31508-2015 {5 B Z&H AR AR At B TUE 15 SRS 732573 2%

2. GB/T 26855-2011 5 B2 2HAR AHBERBEUE T HEE 5 R 55 /5 IHE 4L 4%

1.1.3 iE ARSI ZER Certificate Policy Architecture

A CP J& DFCA KT AR AR Bl AE 5 (1) 5 = 5%, DFCA #2884 CP il i CPS, DFCA
JH RA IZIEA CP S5H9¢ CPS I TP AR SS i 0], 1T MRliy & HoAth AR <
SEARFEIEA CP 5% CPS tRESHIEB IS . SEIHBATHRI X 5.

1.1.4 {iEFH E R ZEH Hierarchical Architecture of Certificates

AR R BIAUES FIEPS R XA AT 1-1 Fros. CF B BRI P Al AS F AL OR R B A
UEF)

| __________________________ b |
| |
| EIZRARCAES ExRHEERS |
| (SM2 /sM3) RCAIEH |
|
. A 4 W I 'Y »
. . T\ nuer s -7 Y S Bl
| %75 B S CAEEE S |
| DongFang eTrust CA V2 CA*}],#!]'
| (SM2 /sM3) EECAIER |
| |
Lo |
’f‘iﬁﬂ;ﬁiﬁﬁ%ﬂ*} ﬁ{%ﬂﬂ;ﬁﬂ&ﬁ
iTAIE$ ITHIES
(sM2 /SM3) (SM2 /SM3))

&l 1-1 DFCA #RFRIAIER R RS R A

DFCA HiF4, iEPi@M4: DongFang eTrust CA V2, #4KE 256-bit, #T 2036 4E

10 3 09 H 23

FEAORR B AR T2 2 m) AT PR AR R BIASUE 5 AR 3 8 e i Jy e 34,

10
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TP AR DR AR BUAE 15 5 HAS A RS 318 e 28 3 LA e 2 b RO AR PR AR N2 AR LR R, 51T 77 B
A2 Ml e L ima 2 ML ORR B, WA R 2 5k R R BIAIES . - OR R BIAIES
ZIEAR CPRUE, AT AL ORI RN SR Bt B GrAIE . B84 Bl infi s 55 22 4k
%

1.2 Y1 ZFR5#r1R Document Name and Identification

ARG FRAE CREORAR W b B AR S R -UE 5D .

JRA SN VL0

1.3 BHFINIEERNES 5% Certification Participants

1.3.1 BT ANEAR AL Certification Authorities

DFCA JEMR#E (i NI E i 728 440E) A (R T NIEIR S & B M%) #UE, ik
WA EE =7 ARG o

R AE RS R AT PR, 78I A1 IO APIIE R RIS, AU AR R
JS2HIRIE A5 FRISEA o

1.3.2 JEM LA Registration Authorities

MR CBUR RN “RA™ AR PRSI AT T B, G5
A2 (RA A5 FHERAMZ S, HSTZHIER T, Ao HERIT EENE %, &
BUCE. Gekort, #1515 CA BHATHIR A, S A SRRl 55 b B .

RA A TUEZ B RS IRE T IEE, ARVERIT P EdEiE a4 SIE-BHIE o R R
AL BN N, AN SOVERRET P Bl T Rk R 25 77 A & . RA 23RS DFCA FIHZAL,
IRAE AN F AR UL AL 55 ) IR B

DFCA AR5 HF AL AR5 UE A IR 7 AN B I DL 5%, 223 7 (R PPty o
B A I Z RIS R R A RGE, N RBERBZETEAS, BB OE LA .

11
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1.3.3 1T/ Subscribes

A CP JHGIT 7, KR DFCA it O R EIAGEF I sedk, Bl Q2 HiEIfiI47 DFCA
B RHIALORR BIASE R BN

R TR MY, 1T PRI N

1.3.4 {Hi 77 Relying Parties

A% CP FIrRHHT , ZFa R DFCA 255 (AL OR R BIASUE 5 E 4T R 28 ARk AT 2 A
CP & BUFAEAL IR RIASIE 5 3 SEE AR ] SE A& £ HL 725 44 BT BIOA L7268 44 AT
WHITT AT LU . ATRAA R —MT P

£ DFCA WIEHRFAR R T, KT (54E DFCA B K AL IR REIAUE S, 7T LA
A I 2R 07 38 A AL R R EASIE AL A i B 28 44 HEAT IOE, A Hifh DFCA HI1T iE
TR AP o ARHT AT BAFE R USRS CP L& FVE A S TIE B A4, I
A CP HE IS5 F A o

XFTARHTT, DECA A&V, B T RZIGIERIT PR RS, IEH T MEEE & 2% 2
HIETA 15 S AR 2 HE I«

WA TT N BB AEAE S PASAE R B 725 40 . IR AT B 28 44 I R ZE A A ORALE
R L AT B XL PRIESG A R & PGB P2 4

1.3.5 HfthZ= 53 Other Participants
HAh 2 5E R 45 H AN DFCA $RALFE RS 1 SE 4%
1.4 iEBR A Certificate Usage

1.4.1 EEHUEF S H Appropriate Certificate Uses

AR R BIASIE B 48R UEF I EUET o AL OR R B AIE S T2 B0 & BL T DY J7 S -

L SANE: AL GR REIAUESS, AP AL OR R4 R A S HEAT GIE

12
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2. A AR REIAIE BXME BT 7284, SHE R ZE B O/, B
XA B IR RN, 34 W] SEELAR AS A5 S R AN AT e o S AR TR A I S I TR S
AT R R BREE A%, SIS B 5 A PRI 8] 14T BCSPEI0IE 5

3. B Ry AR REIAIES, SZBHE BRI RY, BiibxE S AEE v
] 5

4. BRfESE T AL OR REIASE S, XHRFRARAT N H ST R 784, TR RAR
BAEAT NI A AT HERE -

1.4.2 fRFIBIUEFS M A Prohibited Certificate Uses

AR R BAE T N A IEE N B HIBRIR E, WE5h K% DFCA AATE;
ANHESFAHRZ) E, PR B S G B AL AR R EIASUE 15, K A% DFCA HIFR$ .

PR A7 Fris B iE PN R & EEAHRE ((EART):

1 ZRIEAEAR T S B S A [ X 2 & (T AL, s ikt a
RiT ) B EKE;

2. HTHEBRIME AR RSO AT GRS
3. WTE A AT RE S B BUR HE -

B 7 A CP AL BRI 5 L R BESR B ., sl BT 1 2L 9 3
1.5 SREZEIE Policy Administration

1.5.1 SREKEHHL#H Organization Administering the Policy

A CP R PN DFCA %4 KGR 712 . 1 DFCA %4 R R 2 M5tk A& CP 1Y
HIE KAT. EHEHEE.

A% CP H1Z: 75 Hrig 5 B AE O IR 2 J A 56 Bl

13



g DR ) _E RIA S P UE TS E - 5

1.5.2 Bt & A\ Contact Person

A CP I NESCA KA, 0 BARA NA AT IE A

BERN: RITHMUE 2RI 4

HE#6: dfca-cps@chinaonenet.com

BERME: KD RKIX R 199 SHEAR S0 A 1502 5
Migw: 410205

PR HIE: 0731-88239536

& H: 0731-88239503

1.5.3 1€ CP fF & REEHIHLA Committees Determining CP

Suitability for the Policy

A CP Hi DFCA %4 5KIKZ Biatbife, BAEA CP MBI AR A AL E .

DFCA ‘%24 %l 22 i 2= 571975 DFCA HCPS £ G424 CP, =4ti#EAI 1k E DFCA )
CPS ZHEA CP MHi&E ML .

1.5.4 CP #t#EF2F CP Approval Procedures

% CP i DFCA Z4HIER R NTUER. ZaRIKNE R S1RE CP 'S /N TTE
FERAS CP R, FFAER A AR ME AT TR, BRSO N R LRI E A=
H. BUERKERHEELG, T RA .

H &k Az Hie 30 KN, DFCA ¥4 CP FIRE KB FINIEIRS EE 118 %,

1.5.5 CP 18i] CP Revision

A CP BT H DFCA AR¥EE K BURIFIN . FARER . 55 K S i 52 . CP
%5 /NHARTE AR S TS L HEAT 18T, 1228 DFCA %4 3KIRER & Hil . %R RS,
1IEZUTE DFCA B 5 Mk R A

14
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A CP ZBRFHEMBAIT— IR IR N EEEN, NEERA S BB AAT TR A 20w TR
LT IE %

1.6 EXFFEE Definitions and Acronyms

1.6.1 RiE Definitions

THIE SGER T4 CPs

L RIEFBEEFAEH O

AT PEAE, ST BT S AN A SIUE S BB LA .
2. RITFBAEZTFIAE O T AERSS L5 U

REHRITF SRR BIAIEF T OAEAR SV RS A . B2 T BUERIESS (B
SOREF PR R RGN 55 SR A

3. IEMYLE

HATH)— D2 HTh e L. iR AL DNER RGN, FEdE4ir i, £
LeIRBE N E AR EAR S UE S, AbET PR BERSEUE R IE SR, Rl R EIE 48 1T P R AT
P HEE K.

4. HEEEERIC £

INRIRMOAEOR R, AR RS VAT i E RS RIEEE, HTO8E Rt
S ORBEAHRAR S5 BE IC .

5. MR AESRE IC RiIET

IREARNAE R RRIAIE S, O&ATFEPIMAENEL, AIFEY, EREREL. A
M, DLy RS R e St

6. FhH

AR A HEL RS, 1T FE T A Ge T PR I R 1% 5
7. ~H

NARTBIEAIFS RGN, AT B P LA T 3 8

15
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1.6.2 45H%1E Acronyms

NAIgERS TEE T A CP.

CA ( Certificate Authority ) HL-FIAIEAR S HLH

CP ( Certification Policy ) ilF 1555 0%

CPS ( Certification Practice Statement ) 1IE15 50§

CRL ( Certificate Revoke List ) iE F54il74 51132

LDAP ( Lightweight Directory Access Protocol ) #:8 H 537 i) #pid
LRA ( Local Registration Authority ) < H1yF: fiff 52 7 s

OCSP ( Online Certificate Status Protocol ) 7EZ&ilE F5RA MY

PIN ( Personal Identification Number ) 4N A & {733 5lH5

PKI ( Public Key Infrastructure) 2\ 3L25 5 3L hili ik it

RA (Registration Authority ) 73/ 8 % IR 25 H 14

16
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2 X151 B FE 7t /£ Publication and

Repository Responsibilities

2.1 {2 Repositories

FEAR R EIAE A GRS BEN BN TN IEPEKE (CP). B MRS
M (CPS). . WFPIFEFFIFE (CRL). FBELIRSEH (OCSP) £,

22\ IE{E E W % % Publication of Certification
Information
MR BRI AT B RS B B DFCA Sy 2 W A o 3 B F R A
P2 B R 5 S . B B IR

AR R EIAE 5 2 H CRL 1 DFCA Bt LDAP R4 2% K Aii . 1 7 8idisi 77 T LA it
1] DFCA HJ LDAP IR 55 253K B At PR-R &I AE+S CRL.

DFCA MAZMEAEZRF TR ST W RS (OCSP iR, T P akfkisi /7 il @it OCSP RS
FEL B AR -ERIAUE 1R A, DFCA 76 H: CPS H = B OCSP RS VEY N 7 .

2.3 M HIRIES55ZE Time or Frequency of Publication

A% CP 5B HAS tH DFCA £V 55 17177 Wt b I AT, SR A A AT %2 B PR w2
1, JFHRRTE EZEH I ERE .

AR REIARIEH— 4%k, N FWERE &L &4, CRL fiR 24 /N RAT—
W, TEERAREN T, DFCA fJLLEATHREIETF CRL )& ARRE;

it OCSP XHALAR K R ACHE IR AS AT B
2.4 {52 FEifal#E%] Access Control on Repositories

TR RATH) CPy CPS. iE45. CRL &t R REIAIE(E S, DFCA SRVFAAREAT

17
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BT ML LDAP ARk &5 28 47 & 51519 .

BBV ]S A T, ORER A CA LS5 N i 4 HoA 5 B
me MER. ABEL KA G RIALR .

3 il E X 5 Identification and

Authentication

3.1 %% Naming

3.1.1 ip %4 X%H! Types of Names

DFCA ZR AR REIAUEBAT & X.509 v3 brifk, ZBCLAiEFRe A& ) EAE 4,

KH X500 t5% .

HARKRIASTERIT P LR 2 25 R4, D5 ERSES O LRk et 2 5
3125t & F B X B E K Needs for Names to be

meaningful

VI (R 3R ) 4 6 U RAT BRI B € IR S o BB 5 5 SR P ol [ 1) S it S e K
%

TR A PR 2T SIS A A S RIE 1 2R

33 FPHE 48 Ih4 Anonymity or Pseudonymity of

Subscribers

AR RBIATES A SCVF AR ZAEME A S 4, DU W RS AR

18
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3.1.4 fRBEAFE 4 FIFE N Rules for Interpreting Various

Name Forms

e X.500 B4 AN AERE, B DN B CN. OU. O. C % 4H k., Hd CN F£or

W4, OU. O RaRHLBAI LR, CHRFRER.
3.1.5 if 4 WME—E Uniqueness of Names
AR RAIAIEBRE SRS AR T, “GEREERLHIEBFIS” SAUEHE—1,

3.1.6 B IR A EHFFHE Recognition, Authentication,

and Role of Trademarks
AR B ASEFS ) AR B 4 T A& R bR 4
3.2 ¥ S FAIA Initial Identity Validation
32.1iEFHHEFAHARI 775 Method to Prove Possession of
Private Key

DFCA i1 UE i K45 Borp i 0035 B B 2 A4 KRBT P R 5 A 9I0 N AL B - 72T
FRRIEUEFSH, 1T P 24 FAH T 2 R 2018 e 24 o M1 48 ] 5K 36 A /8 B0 T 4t e ) 4 o 22 4
a5 A AR B IR SR AT B S FZ AT BB 25 44, FT DUHT O B A A R BRI
N2 o R HIE AN ZERE B CRIRAH. B, IR s A A 2 R —RF A
o
3.2.2 HENK B4 4 5] Authentication of Organization

Identity

TERLE -

19
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323 MAFHI4T Authentication of Individual Identity

AR BIAEAS T 7 il 2 3 8 e 28 1] DFCA 5L RA S HR 22N AN B 015 2 (A
WA JEREE S, A RS 0ARIRAE), DFCA B RA T HHE(E B 54 0R
FEBEAITHAL R R AE B AT RIG H s SRR BT AR R AU AR E e 2 5
DFCA LAEZ 5 3 A 2 I BB E R NIE R GE T 7 B #EATIRAE, JFEAERAIES R .

3.2.4 HHERIFHI R Accuracy of Data Sources

AR REIAIE 1T /7 LA7EZE 72U DFCA Bt RA $ACHARRREIAE G E &,
DFCA TEHMGIES G B2 )5, B HEE B SR RE B T AL IR R RE-RAME BT
xF, BAPRIT ARG R IR SENE . A R

FE 5 AR PR B ST 15 B LEXS J5 » DFCA KT 7 B {5 B AR B 4 22 81T TAUSE 3\
UERGREATRAE, BRI S S E . ARk

325% B ¥ iE K 1T ' {8 B Non-Verified Subscriber
Information
1T P RS UE B SO LAANRE B E AT P15 B .
3.2.6 BN Validation of Authority

TERLE -

3.2.7 HEA/EHEN] Criteria for interoperation

X T HAR R L OAE RS HUA, FTELS DFCA BEAT HARAE, (H2i%H FINIEIRSHLI
) CPS WZifF& A CP #5K, JfH5 DFCA % MM AP . DFCA KHARHE L A2,
H2324F DFCA HIRAENU SRS B R, JE N A B HES .

BZEHAT, DFCA RZRATANAZ AR,
U SR SR U A 52, DFCA B ™% T AP AT

20
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SIFBHHEMIBE KRNI ITNE £ 7| Identification and

Authentication for Rekey Requests

AR BIAUE AN SCRPE P B 17 40 s SRR, #5227 DFCA 2L RA &
W IR KRR

33NE AN EFHAEH B IRE X B Identification and

Authentication for Routine Rekey
THE o

332EHEEHE RN B IRE LS Identification and

Authentication for Rekey After Revocation
TERLE -

34 FHIBEBXRMMIRSE £ 7 Identification and
Authentication for Revocation Request
FHAT PR A 7 1R 5 L A A R B ASE-P P AR, TP A N 5 I ) 54 b A
S5 S FELT6 0 3 AR AR ROV, B L “3.2.3 N A SO 37 LR AP0 T T3 Rk
BT PR RREAS, TP MR B AT 4 e
AR RNV VR H 4, DFCA K B4 L RN F T A B SR SO LR PR )
WA, AFHEATH AT A0 %51

WAREF T P JEATA CP FTALE R X 55, | RA FITEEGT P HE R, AFRE
XAT P SR BEAT R RN S s RIS, R AS 45 Rl R A R R A BB T IAT

21
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4 EPA MG EBHEIEESR Certificate Life

Cycle Operational Requirements

4.1 EP Ay B EIEE{E#ELA Overview

AR T DFCA RYEA CP #EATH AR REIAIEB A HIE . 2% EBL. BB, JEH5E
UEP A A E B el i, ULRERREERE T %2 507 5T 55 .

4.2 JEBEHIE Certificate Application

421%F P BH 5 £ 4 Who Can Submit a Certificate

Application

IEFS I SEAORF AR R ISR

422H F & B 5 5 4  Application Process and

Responsibilities
4.2.2.1 HiFZFE Application Process

AR R AL S HE I RE QT

L AT E R AR s AFE L T7 U DFCA it RA SR ACHE RN EIASIE 5 i (E

H .

2. DFCA 5 RA WENEFRHREE LG, 4 il E R SO R ER TR RFR AT
X, HIAERE AALORAE BB sk . A R

3. P (S AR Xl S, DFCA @i A %31 TS B AIE RS, XHT
B AT FE LR 2005

4. AT B SERIE S, DFCA MRIEIET HiE {5 BT P8 RAL BR-R EIAE 15

5. DFCA ZRUEBFERE, EIEAEL I 7 sUIE B A S S R R BIAUE T .

22
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4.2.2.2%1F Responsibilities

i
1.

AR ST SUE B IR .
VP AT PESRAE IN 28 BrE  F U I B A s LI R AT 7 S iR E Y
FRTTAEAN 555

cARGRRE AR AR AT 1L DFCA AORITT P AL GR R EIAIE 1S H1 i

B, XEAREAT RIS R DFCA A0S g RAUe 45 R, #ORT - A RME R
LA HERE

o AT A ERERT 1 DFCA KORHJE RE M IiE iEE S, wE RS it

ITIAETF17] DFCA KA S IEA R, BiR1T ) S5 B RS A0

. DFCA: DFCA Rt ORAREIAUE S F 5 A0 B ORI BEAS T T A HEAT R4, %

WORL (R T TIOEER, DABAIT PALER B B0 JS6 e, 590 DFCA ¥
VT P 243 B SR A B THEAT S OV SR E , BB A B0 THE 55 R, WARIT P 51
15 B IS, AR

4.3 iFHHIFAIE Certificate Application Processing

431 H17 R 3 5 % 5  Performing Identification and

Authentication Functions

DFCA BRI RA 1A CP BTHLE [ 5 3 S AR AE RS HiE A (0 S 2t AT 250 . Bk

AR TE N, “3.2.3 D AT ORI

432FE R iE AL HE M FE 45 Approval or Rejection of

Certificate Applications

4.3.2.1iEBEHIERHE Approval of Certificate Applications

DFCA 503 RA Hii A CP FIFALAE 0 51 4 BV FERAE TS e A S AT i35 0,
T PSR TR AMF, DECA HEETS A

23
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1L ZHIEREWEAR CP 5 3.2 kTIPS BFR IR R ;
2. WHEEREZEEBA AT R AR .

AR SAIEF I N A CP T RLUE 1 S S0 e A IE S ROV & 4%, DFCA i RA
Rt EIE A B, e R AR I AU A DR R B ARIE S

4.3.2.2iF B EHIEHIEL Rejection of Certificate Applications

DFCA 5 RA MRYEA CP I HE (1 B 47 42 AR XHIE 5 FR A N B 0 BEAT IR0 5 4001,
WP IR R T YIS, DFCA NAEZEiESS Hi.

L ZFEARFEAR CP 2 32 TRTiI 7 S IR IR AT S50 E

2. HEEANRER AT T2 A SR SUEF (S R

3. HEHERANEGE AR LA S AR EER

4. DFCA Y NHtHEIZHIEH &5 DFCA #isk4i . gy ali#ink.

UEFS FE AR BEIE L By %50, DFCA BiCH: RA CKHEZE H i NRIE S HE, JFE R HE
NEUERIM, [ A H S A SR BRI IR B GEAREEIERIER S,

BEAE 48 (O TIE T FR S NPT DATEHE A5 IERAT HE MRLE , FRIRSR H s .

433 A B E F B 15 BB JB] Time to Process Certificate

Applications

DFCA B RA #Z A CP HE, (ELR LI AL BEAL ORISR B ACUE T F 3

RA BERTE LIRS [ HIFR Py AR FEF F i, B TR i AR s, ek, HEffith
RS T AH S BRI R T DFCA FIEFEEIR . DFCA B RA Kfih G255 7
SRSRARBRVAE T B B

24
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4.4 IFPBZE XL Certificate Issuance

441 EFRZERISEFEF RA Al CA BIITN Actions During

Certificate Issuance of RA and CA

DFCA %A% CP 32 X HIAL AR R BIAUE RS 3, ARG O/ BIACUESS Fs Bt 25 5 A4 et
R BIAIES .

DFCA & | ZAMEBER RS, & 1T E R, NSRS EE EIRIIE 7 /£
A RGIEASI s 52k SRR L )AL BH A TBCAE R ) 3 R 28 i A1 28 24 4 il GBI [ 2R 5
FER R AR WL Z A=) b, AEERAEM D OnEFEHRI.

LIT P HUEBR, H DFCA X HALfR RS B A S F BTN 58 %, JFRES
5T iR sh 8 e 2 v UL R AL AR B REAT AR E , AZUE A5 A RERIT A RUEH .

442 CA Fl RA BT FIEH K4 K Notifications to
Subscriber by the CA and RA of Issuance of Certificate
DFCA fEIEB2E R e G, BAMEZ T STIEH BR80T 7 .

4.5 iFH#ES Certificate Acceptance

4.5.1 M SEZIEFRIATA Conduct Constituting Certificate

Acceptance

MR RBIAUEA R SEq » 117 3 # 30  Re & m i R GIE S, BIRN RS2
EF.

4.5.2 CA XHETiH) &4 Publication of the Certificate by the
CA

DFCA fE2 R Se b, RHE AT BNEPFIRS R+ .

25
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EFS RS RGURAE T R AT E] LDAP 5 a5, AT A7 Bl A TR 3.

453 CA X H fh sz 4k B8 45 Notification of Certificate

Issuance by the CA to Other Entities

BRAEST 7 4h, DFCA Al RA AT EAHE P2 R BUB AT A 321
4.6 ZHAMMIEBAER Key Pair and Certificate Usage

4.6.1 1T P FAAFE T 4 A Subscriber Private Key and

Certificate Usage

PFERRSE THEF HITE 452 T DFCA Fra8 K RRER &, N B4 R = 57 5 DFCA.,
WA RIIBURIAN LS5 B2 30 1T 7 R B IR R BIAIE S, % 38 R HAIE A5 X B2 AL
.

1T R BEAESR 2 1O B VG A RABIAIIE . R ERZ TRIERZ G, TP AR
fi FIE BLFIAAEH o AEUEHS BRI BRBGE S 2 Ja, 3T 7 L AUS LA A ZEFE AT B FAEH o

4.6.2 KB T AHAMUEFH K Relying Party Public Key
and Certificate Usage

HRAT5 A BEAE B B N HINE B AR T IE S I H S IR EERAM — 80 (s PR & Y
)0 MUTIRAFR T WE A A5, Al DUl B X 5 E 1 5 Sy, IFEE
NAHRAIEXS 7 HL T 2844 A LS

B UEUE S YA R RS =TT R A

1. i DFCA BiHALRRT CA MVENUVAMRIEB I IEIEB 24, #iAZIE 2
DFCA s AR 7 CA K, JF HAET AN B BA BT

2. REEBRARO, HUZIEBER RO N
3. EWIEIRES, BRZIE RSO $0EH .

26
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FESGIE AL T2 A4, OB MEAER RNTE AT A B CARE 4 o FEAPIT R bRAER, ARifE
405 B SN F R eI R R 25 44 1 i B

4.7 IEBESAEHT Certificate Rekey

DFCA ASCHFAEORR BIAUEF B S8, 177 W e 3 P B i 00, 7 2 500 F e
o

4.8 IFBEFT Certificate Renewal
48.11F F FH #H B 1F B Circumstances for Certificate
Renewal
WE PR EASCRE T T P 1 A e AT A E BB LT, N PR —5KHnE

FEUEFS B, 500 7 A 2 T RO IR SRR ke RS BBk 55, UIE 3 B AN S8« ik
F5 HoAth 5 B INARACHI IR, TP 75 S B e S

FEAESS L #RA I UEF A 240, REBZIEB R B 580 B 175 RS EE
ARORBIRT, 7 DECA HIE SEHHIESS

LSRN VAT
L R RO E 2

2. AT EEFEBREE.

4.8.2 THRIEFEFHISL/A Who May Request Renewal

UEAS IS AR & R DA SRIE S 50T
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4.8.3 I P EFERKIAFE Processing of Certificate Renewal

Requests

ST P HIEB S HE K, B DFCA 5iH RA AT P kAT A0,

RA X G UES SEHT 7 19 5 BEAT 4805 5 J0IE, S5 2R A CP (1 3.2.3 A SR

>

ol

H%..

4.8.4 M & Fr ik B E X1 P K@ 4 Notification of New

Certificate Issuance to Subscriber

WUACHTIE I 0T 38 5 7] 4.4.2 CA Fil RA JEEITVT T UEH ISR -

4.8.5 6 B ¥ %2 ¥ H ik 5 11T N8  Conduct Constituting

Acceptance of a Renewal Certificate

e 2 B A SR IE T 04T N [R] 4.5.1 CA H ds e S AT N .

4.8.6 CA X #UE B &4 Publication of the Renewal
Certificate by the CA

CA X8 P BB IS K A AT 7] 4.5.2 CA IFUEFS (AAT -

4.8.7 CA »t H ifh £ /& )i 45 Notification of Certificate

Issuance by the CA to Other Entities

X HoAth SE A8 35 7] 4.5.3 CA X HAh SEAA 1l 5

4.9 IFEITE Certificate Modification

DFCA AR REIAIE AR SE ;. i IERARE I, 1T/ RELRA CP “4.2 4k
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T AHSCHUE HIERTIET . RATET T GRRRFRFR D HIZERL & 015 845 A B30 5]
I, AR EA SR AEARE . EIXMEOLR, RO RATHIRIAL R, TR &8 AR A
RERIAUE . B, A RREIAES A IR 5 .

4.10 EEFEH Certificate Revocation

4.10.1iE BEFESHFIEE Circumstances for Revocation

RAETHIEDL, T AL R BASE R B 4 -

[y

PO R BIAIE A B R AL

2. AT NREED R B A B R

3. WPHARRBIRES RN, WEBHIA. IEH 085,
4. AARREAUEAS YL Or 5 B T 1S

5. WA ETIERAT XU & RIE I 55

6. HRFEIAIEBRZEMESEAZIRIE;

N

A RAUE KA TS .

PR RRBIAIES 5 B B pe 4, PARAumttfRR M AT RAX MR R, HtfRF
BIAERAME B A2, s sh BRItk « IR REIAIE IR O, AT LAfELL
HEE AL IR REIAIE S, DFCA =it RA Kemia ByETER, Nl ER AR R EIAE TS
AR B TR IAT P AL IR R BIAIE B BLR A, W LA DFCA B RA S HEHS H
%, DFCA Rpmiap EiRiERK.

4.10.2 VEKIEHIEH FISE4E Who Can Request Revocation

REAFEM, HORREIAIES T . DFCA. RA Bukb ORI~ FE TR DAE SR8
AR EIAESS
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4.10.37F851E K IRFE Procedure for Revocation Request

UEFER TR AL B QT .

[y

UEASEAH 1 H s A\l A 2 07 sUE R 2 07 SRR E S i, e IR TR A
DFCA ] RA R4 “3.2 WIH S il ” B ESRAIT 77 5258 MTEAN 1 SR AT B 4
5 E %, AT A NBEG 2] 7T AL

DFCA VEIT JHEH 5, RAFEANT FUER#IER, 117 Bt R REIAIERLE 24
/NP EEN CRL, AR A

sifER 2 9H 2 DFCA B RA BIALT 1 s As CP s DU ZERS , XFHT P
UEF AT SRR, VR R SR ERZIT .

4.10.3.1 3JJP;E$HEIEF Subscribe Certificate Revocation Request

AR B ASIE 7 S IE K AR A A0 R

1.

2.

WP BEZ 5 2R DFCA SR IVER R, FHEN] Hg SR A ;

DFCA 1%if “3.2.3 N AE R II5R] 7 FIZR, XT3 S 2600 5
A%, DARIANIT P A KBS 21 1T 7 A9 AL

DFCA HR¥GIE-FEE B, SENFESGIT Pt R REIAE S CET P ila 2 67
R REL I, AT R 2 MR REIASETS) BVER AT, Bt airiEH4E 24
/NEFPYEEN CRL, AR A

4.10.3.2 5F&H;F$4HEIEF Compulsion Certificate Revocation Request

RIS A4 4 DFCA SR RA BIRATT Pr R A CP RO KA, SRR 0
TR R A S R S B (O DL 2 I, T P A AT SRR, 94
RS KR CP “4.4.2CA fil RASTAIT PHEBZR” AL BATIZT .
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4.10.4 735515 K % FREH Revocation Request Grace Period
VP — BRI EEAIET,  NLA ) RA g A 1 K
410.5CA AFEFEHIFE KKK R Time Within Which CA
Must Process the Revocation Request

DFCA #3784 E R G LRI, 24 /ARG

DFCA £ H% % —¥k CRL, &5 CRL KA EIFEPBARS RS LDAP RS 5%, fit
HRE B N

4.10.6 4K M 7 RE A U HVEM K1 Z 3K Revocation Checking

Requirements for Relying Parties

FEEAARL A, MO M6 IE CRL BT SEVEM S RENE, #RE 4 DFCA KA I HAE4
(1o ARAST 6 Z0E F LA R PR D REZ — REAT I ASUIE TS HRPIR S A i -

1. CRL #ifj: it LDAP RS #He L2 R4, Al FF N4 CRL B A, FATIE
FoRAS HIAGLS ;

2. TELRIEPIRAE M (OCSP): DFCA #5Z UE IR A& Wi R, B IE BRI SZRPIRE .
BiGERAN B4 )G, RIEIGERE.

4.10.7 CRL EAi#iZ CRL Issuance Frequency
CRL YA 18 24 /i, BIBEH %A — Ik CRL.

4.10.8 CRL % fi B 5 N J5 B [8] Maximum Latency for
CRLs

RAT ) e Kot S B TR Ry 24 /N
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41097 RS E MBI 1 Online Revocation/Status
Checking Availability

DFCA N [a] 3] AR 7 fe EAE 2GR RS A W Rk % (OCSP k%),
4.10.10 FELZIRASEWHWER Online Revocation Checking

Requirements

AT T AT AR LIRS 20 e A U L ) 2 A K

Xt T 2% A ORISR T B g ML ORI B ASUE FEAT B 03 58 5] SHEAUKI R, 05
FEAZH—MIETS AT, A0S IE RS L E AR & ZIE AR .

410.11 EHE BB H M K 3N Other Forms of

Revocation Advertisements Available

F% 7 CRL. OCSP 4b, DFCA # AR ALESE S0 HA kA

4.10.12 XN EHEZZE BB A LB E K Special

Requirements related to Key Compromise

TR ZA] Pt & DFCA BUHHBUR RA, RIUIEF %52 322 A4 R, SR
THEHIET .

4.10.13 WEPFHERIE Circumstances for Suspension

B HREGRUEASES I — AR E, TR R AR A eSS . il T
FomE R It 22, RN VA FTE TS, AT RS IE R4
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4.10.14 iF KR E HF 4 B £ 44 Who Can Request

Suspension

TERIEBRA SR ERE: IT P ARNBHSR R . DFCA B SR I AURE
FENLREEAIEBU T TR AU

4.10.15 HEEEKKTFE Procedure for Suspension Request

UEFSRES I R AR A0 T
1. AT RAMEZ )7 3UR DFCA $2 R S5 HiE, JHEMHIE R

2. AR EETINAT PR K R EAT S 0 5%, DABRIASIT AN

W

DFCA WRIFUEFRES HIE, KT AR REIAEAS 445 ;

4. DFCA WRIFUEFREHTE, LI 58 BOEF R 45 A B o SR A AR R R BIASIE P 7E 24
/NN EN CRL, 4 A A

4.10.16 HZ5HHIFRPRH] Limits on Suspension Period

WPERHR G G, 3T L AHEUE A ROW R T KR UETS, 5 DFCA 5 DFCA %
B RA AL EATIERIE . X G SR E R, DFCA A 5i4E .

4.11 EPIRASPRS Certificate Status Services
4.11.1 BAERFE Operational Characteristics
I ATLLEE CRL. LDAP H /% OCSP #ifjiF 1oIR%E .

4.11.2 R VT % Service Availability

JEN I, DFCA $2fit 724 /N RETRRES B WIR ST, RIFE M2 LU B 0 R S VFA 7
OLN, TP &S 575 e SR RAFIE RS B RS
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4.11.3 FJIERFE Operational Features

TERLE -

412 145K End of Subscription

NI DALAT T RIAT AT o R4S
Lo R B R BOA AT
2. UEPBRHARTHES .

413 ZBHEREESHME Key Escrow and Recovery

4131 HEEEWRERKEE 54T N Key Escrow and

Recovery Policy and Practices

4.13.1.1 ZBHHEERMKSITA Key Escrow Policy and Practices
VI 0 28 2 g5 e 2 B A B R 0 A2 B, DFCA IV 7 R 5 B RE & i IV RS 5 B ik 4 i
TR i R AE B BRAS 4 2 R

AT BT P B A R o BRI AT P s A i R, R, B
B AL ORAFAT I R A Bt DA SR

41312 ZPIME LXMW S5 1TH Key Recovery Policy and

Practices
PR R N ZE B S, DFCA A 1735 258 44 B AN B
AR Sy W2 AT PSR E AT BB S K -
1. TP EHKE

AT RV E IR E RS, T SRR R I, BERHT AT RS SRR . 1T
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J 1] DFCA HIE#HTHAWE . %1% J5, DFCA % HE B O REHIKE .

LRSI KRG, R B N R Rk
2. ENEHUEE A

AVEBUIE N 5117 DFCA it . H DFCA R3S N SRR mlENL ISR 5 mAd kL, A2 pim]
FBGEZAWRE . %5, HEHEE R ORE TR RSO TR e Biid .

BHARRIEAE “6.1 HYPIERE 2" 5 “6.2 IR ZELRIE” P,
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5 INUENLR Bt B BRI EAEIZH] Facility,

Management, and Operational Controls

5.1 Y1384 Physical Controls

5.1.1 3/ B 52845 Site Location and Construction

DFCA [R5 P5 i B4 T B bR S -

1. GB50174-2008: {7 1HSAUL Ber-HLTE )

2. GB2887-2000: (HL-TiIH N7 08 M)

3. GB9361-88: (it5iufilyhae 4 %K)

4. SJ/T 10796-2001: (I FELYE 50 HHu AR 368 FH AL ¥ )

5. GB50034-2004: (G5B 1 T1HARE)

6. GB 50054-95: (fCHMC BTG

7. GB50019-2003: R R 4T Bt RN
8. GB157: (HHIP; & BRI

9. GBJ79-1985: ( TkAilidfE Bk iH e )
DFCA HUFH AL TP REL BT X AR SR AL bR A Wk 1502, SEAT 43 X U5 I 1) 22 42 2L«

DFCA HLEIDhREX K40 N CA #%0[X . CA EHIX ., CA RS X . RA BHIX 5
T XA X

CA O XA FREHLEN, BEERERZESHm. FRdLEBsE 7R 1C KL
122258, FHRE T “XWAFBE. XNFE” 5ng, BT ZERANRE AN IC RREE AR
R BRI, 7 Al N iZ X 35

e XSk ABURIALA AN FI AN 51, e —ANE BEN 53 AT S gt N 24 X 33,
HI1E L -
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5.1.2 ¥ iJ5H)$25] Physical Access

HEH A B2 4 X AT R A 7 B s TR, AT PRAEE A — N B
X ANBLS AL DFCA W20 PEY; ) 12 fl 34T FER LA -

5.1.3 /15 %1% Power and Air Conditioning

DFCA HL5 A %4 WIREH A RGN & R S8, LU RS AN R i i) L 7
PR

DFCA NZRAMARG BINARGE, PAFEHIE E B IR L R

DFCA JS7/™ 1% 2 AR S Uit i B IALE , X i) IR SE vt st AT e 4 AR I%, 1 B

X H A AT B Is AT BRI A A
5.1.4 [i7K Water Exposures

Wb NAT L TSRS I, Bk AR T B, I REASAE H LR 7K I fi KRE B Dy
MNINTIE Feof A

5.1.5 ‘K ‘RB5#" Fire Prevention and Protection

WU RIS 15 B, I 52 AR SRR AT BRAN BT 15 JCR A A o 3K R B4 15 i
LA B2 i 7 A B ) ) 2 AR

5.1.6 M1 Ff# Media Storage

XN BRAY I TR P L 2 B K« Bk B Bl Bl Bl dus . By st
M amiR, I HEN™ R ORI T B AR IEXS A1 Ji AR A B A8 AT DT 1] o

5.1.7 JR¥YIAL 3 Waste Disposal

* DFCA 174 1 BUs B0 B B CAS P 75 B A AT R L B 2R X S e AT
B, MR RIEIRE . SR ), DA B W RERAFAERL AL, B2 I
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G E SR WA RO DX, A B AN AT R ST U AT A L A B A B

5.1.8 R4 Off-Site Backup

P& D5 8l Otft. BalE Biss) A F] DFCA FH& 41X, #4757 w510
RA7

5.2 }2F#E#] Procedural Controls

5.2.1 A[{2 Mt Trusted Roles

DFCA BUH AL RA S 2 rh o PIAE 5 A4 i IV B AR R AR N 5, #02
fEMAt, LM TEA R ELE.

DFCA B FiLE P 5 A 6 E ZAFEEAR T LA #0
I ZEFRERSEE

2. AEANEE G

4. VM RAE TG
5. HYEHEN

6. IBATHEIEELR

7. CA RGEH MR

8. RGO EER

9.  B¥EPEE R

10. W4T R

/S

11. TR

fﬁx
%
o

12, %5 55604F 7R

13. EREFEANR
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\]11

14, {5 B 7

15, Mg

hiit

DFCA R4 (i FIAMEARSSHU ML SR ECRERIVE) S ARiEMVE 54 CP I EER,
HIT HIRAAHEB RS AL (RA 558D RIS BEANE, AVEUET IS VIR AR 55 R GERE BN
S BAEN RIERAE . A5 AR BT, F800 5 18 PR 5 2K . DFCA X%
KUY RA I STAEREAT &3R5, It RGUREOR S, & 310 53R 73 BEAT ORAIE .

5.2.2 BT S HERAZ Number of Persons Required per
Task
DFCA % 5ia47 MHEAEAH S R ER BEAT IR ) 40 L, STAIHR D320 22 N4 i) ELAH 22|
L AE MR AN e /A A P 2 A B R U], B DR R 22 4 T N T L [R] 5 ORURARAE
1. ViR CA K& W& LEH, ROFEIAEBANRFR 2 ANHEF K.
2. XTUEBHIEREMNMER, T8 3 AE N A ERIEE K.

3. WTHEZENRFEESHY, DFCA B 22 H— NTHAE, — N T BHd%.

5238 N A KR 3 5 X Al Identification and

Authentication for Each Role

Fiifi DFCA HIFEHR N 5, 1R P M QAN RIEAT B 400 . E AL 5 ZAE T
SERAMREORA]; HEN R G EZ A AR R BIAIEF 4T B 43 %675 . DFCA K5k a7 e B thic
ST AT N

5.2.4 FEIR T4 #| A & Roles Requiring Separation of

Duties

i EREATIR ST A EI A G, BAREART T R:

L AFEEHHIEE SIS B
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2. SUTTUEAS BT VA S SERTANE RS AR 55 1 R At v L 5 26 B AR R AR A 5

PITE A TEAHSE TAFBCE R Vs 7 32 BR . BUBME BRI 5

%

4. FTTEHEAT E RN

El

=
S

5. TERG RS CA RGUEBHIA R

6.

=
2

VYIS EE  BREN
MFIEF RS A, BOEESRA G R HIE ST 3 AT RESE R

X CA BRI, WAUH 3 AU B CA BYIE LR FIN 21, A ReskiT A K5
k.

5.3 AGifE#l Personnel Controls

531 Bt LA TLEREXR Qualifications, Experience,

and Clearance Requirements

AR T 5 DFCA 22T RE ML . X7 A EM s EEM ORI N G, 4200
HG—EMBks, BARZORAE NFEBHIEHHE . DFCA ZE5R 78 L] {5 A AN B 200
ZUH A B PTAE R CAE R . ToseNd DFCA 1247 (0 HAR B TR . 6 [FAT b B R e
Rk, LEELIRID RS

5.3.2 R HF AR Background Check Procedures

DFCA 54 KKIBUF T IAMA SN SE, 20 DFCA FITTEEN 2RI i .
T R BRI S AR N GUMTER 5 IR N B AT A5 AR N 3 0 204 i [R] o kAT s

HitRE D AEAFEM R, EAREORE TAEZ, PULHER, #E, 2
RAJTHNIHE; i EREARFEED H A, SUFEMEIRLR, XAt %)y
T PR R T

AR R

Lo NEETIE0 M AN NBURT U B Sl . feftin S otk JE M.
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FEENAEF . SAAEAS . BARUE S SR UESE AR S RGIE
2. NHMITEL R, FR. Mg, VAT SR M RRR L SEEEAT € s
3. MBI EE BB HERE. ERERETT AR B,

4. EBRZEHRFEVSHAESET LXK,
5.3.3 55| E5K Training Requirements

DFCA Xf i N\ A2 B R LA A (B 2 HEARN R R . B 9 1 S R E AN IR T
1. DFCA HyZ4 g8 MAHLH] . KA DT

2. BFNERGHCIK. BRI 22 5469

3. HTFIMERGHRIE S ;

4. DFCA (bS5 FIAH RO . Arif SIS

5. DFCA REZATE BRI R, 6l & B INE;

6. EFHEFINUEAHRIEAEN 5B,

7. HAERIEI

534 FH X I A ] f1 B K Retraining Frequency and

Requirements

X TE S M B EE A ORI G, AR DFCA A SR,

IIESRIS RS . RGBT, RO AR N GBIt AT B 5L BUERGET AL .

5.3.5 TAERNL# 8 B BAFEF Job Rotation Frequency and

Sequence

DFCA R AR5V 55 (4 22 HEBEAT TAE B Rre o R4 IR, BRIk 55 i) B AR L
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A B 4 SRR [ K A TR AR 55 B SV SR R 53 2 IR 25K

5.3.6 RIFAUT NEIAD] Sanctions for Unauthorized Actions

DFCA REESLIFAES AN E BLINE, REREBUT AT IE AT, IR R 1L 57
e, HETERA. T MPPEE . IR FRHENIM BRI LA AT R 447
EEREAER

5370 3L § 4 AN B £ KX Independent Contractor

Requirements

XIANJET DFCA MBI TAENR, (HMWF DFCA W 55H X TR AR, EHA
EPNT A LN, DFCA 88— B3R F-

hil

1. NAMREETEREH,
2. ZBBRE
3. WAZiHE3Z DFCA AL AHSCRIR 5 2 MaRsl

4. th DFCA JRL NN E ARE R A S AHORAE TAR .

538 4 m T B X 4 Documentation Supplied to

Personnel

ARG HARAT, LG T 53 TR S0k,
5.4 Hit HEFEF Audit Logging Procedures

5.4.1 iIL3REHHIZRTE Types of Events Recorded

DFCA i35 R ZHRKEM, REILREERNHE. X TREHE, Tk
ARFKIE R BT SRR R, AT S FAF R AR H I SRR B TR B FAF AR
PRI R SRS . DFCA IE AT il I 5 REA EEAHCHI FA:, Flan: Ys@EiE S
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x* NFHZFE,
542 /¥ HERFE ] Frequency of Processing Log

DFCA &%) H BT s A, JExh o & H ST Wt AT % 5= . BEATHRH EAD> T 2

Ko
5.4.3 Hi HERRTHHR Retention Period for Audit Log

DFCA TE# i1 H EMRAFIHIRA DT 5 4,

5.4.4 H 11 HERI{RP Protection of Audit Log

DFCA $#AT MBI #, ififr R4 DFCA # I N A gext & & H BT R . H
BT AR RES, TR IB RSO SRV IR PRl B ORI bR SR .

5.4.5 HirHEHMFEF Audit Log Backup Procedures

DFCA T M Bk G A 45 AHZ RS =77 CA HUME BRI TS B ZOREAT %
o RIGCKAIMERMNZR, AT EA, AERAELAN B L PR 551

5.4.6 HirHEWEHE RS Audit Collection System

B HEWERGW K

1. IEBEBEARS

2. EYIEHRY

3. IEPEMEE RS

4. EBRS ARG

5. IERFELIS T

6. Pk, B A R G

7. HAFHEEEIRSG.
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DFCA i fl i 7t T B35 e 0 b3k 22 G i v i) & K

5.4.7 X SR K#E S Notification to Event-Causing
Subject

DFCA RIS, FAL KBl (AT 0, VR AT ROV B 312 3%, DFCA
DR B R IBURA 0T SR8 i R BUR o AR il 2 AOAT R R A5 DI Bl B L2 P TR R 55
AT AR T AL R A it

DFCA AR TE & 15X B A (1) AR AT 2
5.4.8 fE55 14 1FM Vulnerability Assessments
DFCA FAE WX R4 34T e g9 e vEAl,  DARRAR RG0ia 47 1 AR o

5.5 i25%)3#4 Records Archival

5.5.1 IHEE R HI2RA Types of Records Archived

AR AR ATIES, BRA CP 26 5.4.1 FTRUE RN AESL, IER 40 R s AT A% .
1. EBHEEE

2. PR R A A SRR ORY .
5.5.2 IFHR%iE F R RIPE Retention Period for Archive

B TR AUV BRI 32 ) A ORA7 I BR A1, DFCA X SIEFSAR SIS IC 5% 28 D OR A7
FREFARBINER)G 5 4. SIERBERIIIUE A B, EFENE PR KR T BLR A .

BEAR, FEANT S A ORI AR T A RE B AT SR T, DFCA AT BLE FE g £5 2 HA7
SRR, I AT IR AS S 8 AT AR
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5.5.3 IR HHIERP Protection of Archive

RSN B A B 2 A R T A DRALE, A B RSB B PRAIE . R 2R B A N 53 4%
MRS E M 22T A REE M. DFCA RYAARMIRRENE, REGHATRE, iR,
PP AN SR ) S R RRA o

DFCA fRAF B 5 2+ 1T 77 EATE DLBTRAN B 3 B0 Bk, AR 22 BUR &ML BLA] 2
WU i T LR, AR IR I3 =I5 I IeiER A -

5.5.4 AR R & 4 #2F  Archive Backup Procedures

FITE AFAS R SO R EOHE FERR T ORAZ/E DFCA 7R, IETE R R &0 . A7R4 1
Hodla P — ek BB BB IR R 1T, SN RAE B H . RAHIAI TAEN ek
FEH B BT, A BEX RY S B AT DLV . DFCA 7E 22 2L _b PRUEAE LY 58 Je Ho 4
G BEATINBR . B SR

5.5.5 1L B [B]BRZE K Requirements for Time-Stamping of

Records
DFCA AR HII [A] B AR R W A7 R4 I T]
5.5.6 AtHIKEE R A Archive Collection System

WIERGHIMRIZEE S, th DFCA B TAR N 52 i H 4 e 442 il i i i) ) 3 R
4, I TR A SR EPTER 0 #EAT ™ A MW ER, I HL i B A OGAUR i N AT BN 70 2K

5.5.7 IR ML TRSE BEHKIFEF Procedures to Obtain and

Verify Archive Information

R DFCA AL ATE N G2 RERS U 1] VARG IC 5% o RS I S B — BUMEAE IH ARSI BEAT 30 E
VAR HITE], BT T ) FRC SR VA I A e e — B
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5.6 HTFINEARSZ I EHE$HEE Key Changeover

CA IE B EIHAR), DFCA ¥Xf CA EHHEATE# .

CA E T2 A B ML= 42, fEAEGHTI) CA ZEHXTIE, 2™ K18 57 DFCA KT
FAHE RGBS PN, HEREE I CA LS. DFCA i it4T
KA

CA ZEE BN, JURIE AN P8 A 3 v
5.7 M ES5 K %% E Compromise and Disaster

Recovery

ST1EH MMM ELEREF Incident and Compromise

Handling Procedures

KA, DFCA $ 8 5E [ 9 HE R R T Rl Stk =

ST2 7 E ML TR AR/ B E I # BR  Computing

Resources, Software, and/or Data Are Corrupted

DFCA B3|y, RAEFEMZ FIESBIA . THENLI S REAAREF i EH RS A
PR L Hde e e B S I G B AN AT A U, DFCA 42 [ A =TT ) St 7 2

573 &R H M FE 4 EFEF  Entity Private Key

Compromise Procedures

PRI BRSOk MhER . B RS BUE AR =F BT I BERERT
JUNAZIRA CP BIRE , B SE HEERIET:, AR5 EAUE HH s T AIE .

21 DFCA FURRFAPI I8 . a5k . bRk . DI, WEBLCA. B A 1o =3 51 HI RO St &
I, DFCA JRZh B K FAEN S BIRER, 12 e SR 2R S e A SC T SO AT PG, € 1T3h
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TR BB CAUFT, ¥R DL R4 i
1. SRR H O UEAR &5 22 550 1 1R At B0 3 8350 T 194, 0 o o) sy A G A FE A
KT PR T, RIS B ORETT P A 2 A 230 5

2. SLRIEEETA QA K IIET, 3 CRL A OCSP {55, HHEF1T -~ Ak
B, [, SCRPAERCHT SN, I B 2SR BIARIE S

3. HBINE RS R UG, AR CPS X THEBERIIIE, FHAR FRUEHAIT
FHIETS;

4, HRIERE R LG, BIrEliEd DFCA {5 B FE. LDAP AR 2% 11 M5 Tr
AT KA

PRV B 58, Btk hEe . Al gk, B A sE — 3 o M BEFE R,

PR AR CPS WIRLAE , & e BiEEREIETS, 2R 54 IR e 358 s BT e 5 .

5.7.4 R M J5 B MV 55 3% 2 £ 68 /7 Business Continuity

Capabilities After a Disaster

£t DFCA HI#Z k55 RGEAZ O EEE, DFCA RiAEF CPS ol 1T B A &4 5
W, B R R GE e AT SEVE AT AT .

KA A RECHAAN T LI K A JS . DFCA AR A R 07 s ntis & AT IR . Bk
(22 A i IR DFCA 9 ME R ST THJl S it -

5.8 CA g RA #9281k CA or RA Termination

R, DFCA i B & ILIsEm), B4 A SO AN B Wb IR & LIS, FRH IR
FVEARE IR BRI AT R R AP RS .

£ DFCA # 1L R0

I EEEECE LIRS U HET, Sl 55 7R85 & HAAT RF TR EE I IEFH T
B VAL AR T AR S SEAR HEAT I

2. BZHRL SR
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3. PRAFFTE RRNIER S A I E R B EARTOIER . T PER . RGO,

CPS. HVE 5P L5
4. FIEARIZE RS
5. TBERRRGUREY;
6. JHFk DFCA FEHLAEM:.

*i DFCA FAUEP ARSI P25 1B AR S5 I, DFCA R -5 HLA AT AR SC i Ak
WA RS R R TS ARSI, K RA MZ LIRSS, DFCA Kzl 5 RA 25T HIAH K
WAE AT Sk 55 AR S LS A R T
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6 NIE R G B AR ZE S EH Technical

Security Controls

ZBHMWERMEZE Key Pair Generation and

Installation
6.1.1 AN FIAE K Key Pair Generation

6.1.1.1 CA BiAXEI.ER Key Pair Generation to CA

AR REIASIEFS ) CA B X B INBHUSE AL B, B HURAFAEBE LD 2, BRAEN
AR BEAE BRI DS FOo AR 25 A AT 24T

6.1.1.2iT PEAXRI4E R Key Pair Generation to Subscriber

AR A B AR A5 RN B B X e B A B O A
FEORAR B AR UE 530 1 1T #2824 i A1 24 i 25 A 7 it 3 [71) A R 20 il (A8 42 25 N

6.1.2 FAFHMEIEL VT P Private Key Delivery to Subscriber

AR R BIAUE A4 B P AT 2 0m 7= 28, e B PE 1T P 2544 A0 in s o sk
IThnas)a, ROIEENT P R Bh B REL b

6.13 A AL EHIUEFE KV Public Key Delivery to
Certificate Issuer

VTP 2524 A IR 2 34 R Aot Rk iy 22 477 S AR B CA, s 3 BH 2 4R 7 2

il 2 Al IE L R CA.

TEANPIL s AR, DFCA SR B K% 0508 B R VF AT IR i b 2 B B 0, IRIE AR
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A 4

6.1.4 CA AHLE LK T CA Public Key Delivery to

Relying Parties
HATT AT I DFCA K55 Rt T~ HAHBMARUESS, 753 DFCA a8

6.1.5 AWK E Key Sizes

DFCA 37#F SM2 5%, SM2 AERFREPIR fIK L2 256 Lhks.

AR A BUR R EN U S B P KA IR R TE M 25K, DFCA #4584
LY

6.1.6 AAZHMEMMEEIL A Public Key Parameters

Generation and Quality Checking

NEAZH B S R B R VR AT A v g AN R 40 A

NEAZ U5 AR 7 o ] 0 A A L) VT A 1 i AL R e AT

6.1.7 ¢ H HH Key Usage Purposes

CA #H]: M T2 KUEHH CRL,

WP AT R E T U TR eSS, Bl S 4rl s AN EAE B
e BEESE, InE F AT U 5 BONE MIgE . 24 8 g & g & i, WISl s
BrIE FAUE BN TR E 55 22 L] .
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6.2 FASARIPAIHB ISR TFE#EHI Private Key Protection
and Cryptographic Module Engineering Controls

6.2.1 % 5 1 J 1y 5 ¥ A1 = H]  Cryptographic Module
Standards and Controls

DFCA Jir FH 2 5 15 25 e 20 [ 5 0 A8 PR T VR P AL A 7 i o 8T 8045 BTk
AR AT B B SR AT A SR AR TR

6.2.2 A\ 2 N#Z 4| Private Key Multi-Person Control

WIE RGP R SR T S mAIRE SRR 2 AfEhibl], RIRHEC 3
1% 2 7730, AR BBUIR 28R 3 sk R, A 2 2 3 ARSIV TR DL
T AR AT LR ERAE.

6.2.3 FA\5H¥LE Private Key Escrow

VTP I UE S I AL B el B 2R LI, AT P IR R IE S A B AR

HHE IR OAATHEE .

HHE B LA ORUETT N E S PI  ar, B LR S OE AR, BER AR
AL, LA FRARETTI .

6.2.4 A5 %&4r Private Key Backup

W2 %Y DECA AT &4y, a8 H DFCA fsilE B %0, &0 5k
LA SO R AF

6.2.5 FA\5H/344 Private Key Archival

VTP SR B AR R st 2 i Je B R A 68 s e DA s SO A IR AT AR 2K
Ya e, I K A 0y R EEAT RS ORAE o VAR I BT A S A5 R B, it il midk
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=

6.2.6 FAFHFA . FHEMLIEIR Private Key Transfer Into or

From a Cryptographic Module

DFCA AT P A 157k

CA RIS N, Nt 3 ADNEYVE B GBS, eyl n s &
HATFEAN

6.2.7 FAAAE H A B 142 f% Private Key Storage on
Cryptographic Module

6.2.7.1CA FA$AER L& R 7Ef% CA Private Key Storage on

Cryptographic Module
AAPHAEREA 25 AR b 0 3 ORAF

6.2.7.2i1] FFASHE BB ER PR FfE Subscriber Private Key
Storage on Cryptographic Module
VT P 2534 AW 3 B A i LE R B R e 2 g A 248 0y 22 477 St oy, AT PO AL DARS 44 5
TN RAFAENT P IR ) R e i
A LE SO X AF i, BB RS B8 (BOCHIET ) 1305 [ 20 2 i 3= B T 14tk R
VFAT

6.2.8 BWERVERI /77 Method of Activating Private Key

DFCA IR T o st b, HIEEUE R A7 T IC KA BT, IR 3 3% 2 1
77 o B NS B A e s . BRI R T 3 AR YIE B R RN e, TR RE
IC RESINEN, FaEPIEHERRT, BT RS RAE.
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6.2.9 IR FAEARI 7715 Method of Deactivating Private Key

XFT CARE, i B AR SRR B35 1 B 8 s i, SR s S e B, AT
REAMPIERAE . BAOTE=EPE B BRI ALY, Tl AT 120 .

XA ARV, BT BATRE R I ARG K
6.2.10 fi& & FA S WIE IR S B 7 ¥ Method of Destroying
Private Key

FA R AL RS AR 10 6 B R P 54 | B RS i B o, R s i 9 2
FEFF, HHATMRERAAPIRIRIE, TE=REH RN,

6.2.11 445 CA FAEARI 7% Method of Destroying CA Private
Key

HAHSHEPANREE VER S B S B MR EE &g, RaiElEiery, i
TSI IRIE, FE=RE NN FN, A T Ees AP PIN 45, IC .
BN A A T T 2t 0 AR S e Wi el

6.2.12 LR ) PEfS Cryptographic Module Rating

DFCA faf FH [ 22 5 0% 8 8 1 I L AEATVE T ) 25 R B AR DFCA X 35 H B2 45 (P e
TARRR S NI R B S 7 T VP, B3 e B A0 B AR

6.3 BANEHEMWHMSE Other Aspects of Key Pair

Management

6.3.1 A%7JH%4 Public Key Archival

WEBH R AHEERE S APRINE A APIRAR, HEREER. 246, &
A IR LA DR A7 SRS AIE R R 7 — 20, 1t DFCA SE 1.
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6.3.2 iE P EAERA R B X FH BARR  Certificate Operational
Periods and Key Pair Usage Periods

P T P RS (R ROYTARTEL Xk I 0 5 BT (0 RO R — S0

6.4 HEHIE Activation Data

6.4.1 BUUE BRI P2 F 223 Activation Data Generation

and Installation

BOEBEE AR B RD, K2 [ 505 0 Bt S AT i 28 22 4 i, 1T H
THIE N 2B E PINAE, WE-BHIER, % PIN EERV R R E S .

6.4.2 BUEEIERIRT Activation Data Protection
VTP MAZEAE G PIN {HRET 185

6.4.3 BUSEIE R EM T Other Aspects of Activation Data
RAEERA BN T R0E PIN B A et =S, dbmfl A .

6.5 It EHl &L 2#5#H Computer Security Controls

6.5.1 %7 A B vH H AL 2 & F R E K Specific Computer

Security Technical Requirements

N T RIERGHIEHIZAT, X TR &3 AT LR A IE R g5, il B E
o 74h, ARRGERAEIMIURRIRNI %, 8 RGeS R R TAE.
XTI BB IR AR 1

1. TSGR RO RE, Mo e WU . BEH 2R AR R i
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2. MUHREWRATRE., HEMRIRLED

3. HIE BRI, AL AL IS R R R OR K S IR

4. WBERBATYEER, DAUCRYEBHIN G SRR HEERDT% . R AR R
YA R DL

6.5.2 I HE W Z 474 Computer Security Rating

DFCA MRIEFHEAN TR THIE , MR EZOH AN Z &R ER, LWL 45
K. [, DFCA Cliid FE s e B mAH R 2t A,

6.6 £ AR AR{EH Life Cycle Technical Controls

6.6.1 RGTF K #EH] System Development Controls

ARG RR RSt & et B, RN RRBUT A A0 2 4, TRR N S 24, 7
Al R RO IC B B A RGN R B AR T, 3R G R BRAL AR X
W, RGE R Z B8 I R T7 30 TR R GEAE BRI R AT BE AN 1R R 55

6.6.2 Z A& E HIEH| Security Management Controls

DFCA ({5 B 24 PR, ™A% 1108 [ 505 5 3R 45 8 # T HA Rz T Ve Al DFCA
22 48 PR SRS AT HR AT

DFCA FIE A PR IR w e i, A AR e 4o ks 1 M8 R S5 A AT A6

FEATIE SN TR RAE G I AT A ) DHRENHAAIC K . DFCA IEXIE R GEEAT &
SUPRIAN 52 9T Ay e 5 00k

DFCA SRHU™ 1% 18 BLAA SRR R SIS, DABT IR A B 2L

6.6.3 TR 24 $EH] Life Cycle Security Controls

ARG RIS, RGN 2% VR IR 2O BT IRIERT . 58 MRS B 50H AR HEREAT
PRSI SEE A S D il T E R E W E RS S etk a, AT
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PRUERsEAL 22 2B AE PR DA fRE FRUR M % 42 fE RS L BT Ir I, 780558 T N
R Rty BPWEELEBTHGE, BNRG %2 iE.

6.7 MK L 2iTH] Network Security Controls

RGN 2% 2 4 ) 32 2 H AR R RSN 28 SR BEEIZ AT /K %2 42 DFCA SR 22 40805 K35+ 9
B NASI S IS R 2% 2 P 1, JF SO SR R 2 2 i g AR, B
ST REFEAROR B 2% (1 XU -

6.8 KJE&; Time-Stamping

DFCA AR H B RIEE A .
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7 BT UEFEHE SR E S IR P

Certificate, CRL, and OCSP Profiles

7.1 iEH Certificate Profile

AARARRA X509 V3 A8 3, A7 A ZAH AR AER) 2K

7.1.1 iRAS Version Number(s)

X.509 V3.

7.1.2 iEHBP B Certificate Extensions

AR B AU S SR T IE AR AR AR HE Y 131

1.

2.

8.

9.

HALR . T ERERA & S

fEHIE B IARRAT . R IR S A A PIRIE AR 5 7 2
BAUEPIEIRTT o X NARIEFS i 2 PR AT, 7T SRR R IESS -
CRL Jefii il ZRJ5 BN AR IMIE R G0 LI CRL KA £

YL EEAR: BTE8a, AR, wPnE. BgEine. s K

TEIEFEA . WRiE CRLAEA . RnE. Rgs . JE44%,

UEFS 5 . CA HUMIRE R IIE TSR, 776 X. 509 IEHHg X, X — SR E B A UE
A5 SRS J A

FAUGE BT (WUENUE BVTRD o 28 AR RUEB IR A W is e CA 115
BUASRSS . BFEAELIE RS AT CA SEMS L -

WA RS . FSRFRFIE TS RAS

SSN 5. i S WAL G KT 7 ME— B i fid .

10. o fRIESHD, B K@ E S — N AL RS,
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11, AR R 5. HRARGE PR HE—SH T .

7.1.3 HEXN S5 IREF Algorithm Object Identifiers

SM2 iE B SM3withSM2 52, Fikkrid OID 4 1.2.156.10197.1.501.

7.1.4 Z# 7, Name Form

DFCA 2R LR R EIASIE 5 o i) 324k Subject ) X.500 DN /& C=CN #r 4 %[~
7 X.500 HxmME—45, H@IErgmes— /MM UTF8String.

T4k Subject ) X.500 DN SZHi£ % OU, HkgaRui R
C=CN;
OouU=XX;
OU=X X;
OU=xx;
OU=xx;
CN=xx;

C (Country) A CN, FxHE.
OU (Organization Unit) FNIEF FARBEE #OR R AR P4 AR 2K
O BNUE T AR B AL AR R R 2 PR AR
E (Email) iFE+5 EARIRFR bk
L (City) EHEAARPTAEI T
S (Province) FHEAFTER
CN (Common Name) HJHNZ5H9 1 Fii:
1. fFFRAMA

2. Ao RES,
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7.1.5 ZFRPRH| Name Constraints

TE-PS A4 BRI FH 2R FH S A4 ], BESRAEAS TR AR S UE S R 5 B i LR ik 2 A0

7.1.6 ik 15 3K BE X & 5 IR fF  Certificate Policy Object

Identifier

EFIEEAX ZFRRFF A SIER TS IEBFEE ERES . IERERUREAE.
EFS BN SARRST AT 65 5 IR AR S RITT P E S aiT 44, IR AR N A

BEASUEAS AR PRI E A X G 4% SCA 45 BRE AOVE HE A, 42 RS B SEme (10 25K B 7
(I3 R ITHEAT B R AT BT P 2 N

7.1.7 SKEGFRH] 3 R DA F ¥ Usage of Policy Constraints

Extension

TE Z G SR ] LLBCE 3 RIS R 70 TR [ 25 B, ElA R T HHT 0 TR R . XK,
A DL R E RO A, i R G B

7.1.8 SRHE PR B FF B EAIE X Policy Qualifiers Syntax and
Semantics
T8 R [ SR EE AN SCHAT IR S SN
7.1.9 REEHERY RIFI A EMN Processing Semantics

for the Critical Certificate Policies Extension

AR LI B EER , 5 0 SR BIE 154 PR ITUK S I MR AB TS HEAT VP A AN o
B PR (1 DS AN 0 AN S/ NER et P
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7.2 iEHF 36515k CRL Profile
DFCA 25 )% FIE i 51 3R 756 X.509 V2 k%2
7.2.1 fR &S Version Number(s)

X.509 V2.

722CRL Ml CRL % B3¥ BB CRL and CRL Entry

Extensions

1. CRL¥EIL: MURHNLA AR AL Authority Key Identifier.

2. CRLZH¥ JEH: AMEH CRL %% HY Il

7.3 7£ 2k iF B IR A& th L  Online Certificate Status

Protocol

HARREIAUESS T P SRR LRIE IR E RS (OCSP k45).

7.3.1 R4S Version Number(s)

fii il OCSP i 1 (OCSP v1).

7.3.2 OCSP # "B OCSP Extensions

H AT A S H OCSP ¥ 1.
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WIENLAY B oF 1 E A PP i Compliance
Audit and Other Assessments

8.1 &SRR 1ER Frequency and Circumstances of

Assessment

BN T, #iih DFCA 2 EEA CP M DFCA W-HNTE . 55 H | B Al 2t 4 5
W FFJEMV 5%, RBAFAERI AT RE: . B 1H 2 R B R4S E it o

WS TH & H DFCA B CHN AN R T o, &g R a4t DFCA i, 58
#\V S, WEHEITSERATFEATT.

AER T HZRAEEE =5 W LA AR, o T AOIREE B3 DFCA Firf 555 H K %
G MV SSRE B, DAR R SREAT L AAR AR v .

WA (P NSO E 72544350 . CRTIMERRSS & EIMNED) . CEFMEMR S % 5
HINE). CETESSHE TINERSEHINEGD KIME, B2 BE]rKIEE A2

8.2 ML B RIS R Identity/Qualifications of Assessor

DFCA ook H 52 B ELER TR o THORAL,  PPAGE Ar B AT A B0 b e B A ] TRE

FEEAT PSS VPRI, SERVEAEA S B IIERLI . 5 L% 2 o VR ROHI 0
W, HSEDLEMRAK, EEMER CP A, BURRAG L. WM. (58 %ks
7 ARSBR T A £e% . PO AER § VA B Ml Y 1415006 . DFCA ZE3 7 510
SRR, . AL, WAL T ERHUR, R VPR LA T OB

1 BAGRAVFRI . A BRI, R A=A BT
2. THUEIEEZal AR, BEMNELEER. PKIBOR, FrfEReE;
3. AR E RGBT IR LB T B

HMER T TR BB AR =05 R LA E
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83EMBEBSHITMECEMKXR Assessor’s
Relationship to Assessed Entity

VPO A AT % I 4 RS R R, S LUMIT A 0% 0T
8.4 VHEAZA Topics Covered by Assessment

PG AR EAR T LAUN 5T -

1. CPS: ZEHIVT KA CPS, &G ME CPS SkHil 1T MR MEMTE i E i, &
T4 CPS M AR HAE VG AN VE U TT R alk 55 ;

2. MRS Te Bt WPIANEBA g AR e, W RGEMN ZEBRE, WS REM

H(EREC iR

3. WEAAET A A B R A B, NG ], W) B B ) 2 A
B AE B AAF A o ) 2 e diethl], RGERII LS (1 22 gzt s RGUT R ANGES 1) %
EEH], KRB S RGN EEE, B TR 2 28 B

8.5 X aE 54 BXEAIEHE Actions Taken as a Result

of Deficiency

Xt PP T B 1R, DECA RHRAEIEERE L ATWEBER . SoRPREITEA B 55K
gt 1T A AR At TR K TR T, X S DU HEAT B VAl DA B ok 19 R H A o

8.6 ML ERMEIZE %% Communications of ResultS

BRI TAESE ORI A B SRO PPk 45 R BEAT AL 2

Wb IR, A 4 — R AT
8.7 HfhiFfh Other Assessments
TR
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9 VEERFTEMHAMML %K Other

Business and Legal Matters

1 2% Fees

LR R RS WS S b 12 B 25 7 T8 T R BB RAT

9.1.1 IFBERFMEFH 2R Certificate Issuance or Renewal

Fees

DFCA W& H A IE 2 A AE T 9, JRAELT AT T SR i o5 0

9.1.2 iF B E#H X Certificate Access Fees
EAEPAERGEN, XSHETE S#1T7EW, DFCA AU EH R .
9.1.3 iEH1RHFHTIURESE B K EH % Revocation or Status

Information Access Fees

X EWIE R S, HAT, DFCA AURUE B U5 B . 40 3% A Ak 55 1 2t
BURA AL, DFCA 23 KB T LA

X FAELAET RS LW, 1 DFCA 5iTHIE AL P 2)E

9.1.4 H/hiR5HI1% F Fees for Other Services

FIRRIEAE SR ER, E S ISE RS . BARMRST S, £ DFCA 51T 7 20T Pl
A E

9.1.5 IBZKHE Refund Policy

TE S E P E RS RAUE P AR, DFCA 357 H R A% R 4R A E 7R P A0 S . —
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WA R REIAUETS, DFCA MApELRIE. 1B TFLE.

W SRAT P AEUE TR S5 3 A IR AL R R B ASUE P IR 551K 22, DFCA K AN R I T A 0[] I
559 H

9.2 If%&H1E Financial Responsibility

DFCA fRUEH BA YR IS VEREAT I TUERIM 55 RE 0, ERGZA REJIRIEXAT L K
T S R ST S, JF AR CPS FUE,  BEATI A2 4H IR

PEESRXST P [FREE
9.2.1 fR: G Insurance Coverage

HILTIE LI AT HING, UEFIT 7 AREUT SFSERT DRI G BAYE %
TIERAN o

1. DFCA fEStHEIERHTAA A8 SRR GE T g, &RGEB IR, IF
SEOT P BT T8 52 10 R 1

2. DFCA FHEHBHHRIIZE R 7 USSR =T5, SBOT ) BEEARBUT E 2B
3. 1T DFCA {5 S BUE A PARALRE . GIHL, SBAT ™ 508 08 758 3245 K 10

4. DFCA KAg LBHESEIET, ST P& KT E 2k m.
9.2.2 HAHE = Other Assets
DFCA H Hif G 71491z 8 AN v] 5 H LA At

9.2.3 X B A& SE4k ) R K B #H £ Insurance or Warranty

Coverage for End-Entities

DFCA 7&HAT 7 BT A6 A FHUE A5 I3 12 P i s SR I (R 28AIE DT, A0 JCUEdR e T
SRR I R A A RS R, TN DFCA B2 JER AT G A2 Fnid T LA
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9.3 EEE2MRE Confidentiality of Business

Information

9.3.1 2% {5 EJuH Scope of Confidential Information

DR 555 B A EAR T LUR J5 1«

1.

2.

3.

4.

5.

FEXU5 3 I b B D £ 2 (B AR RIE ) F
FEORBER LT HXU)5 45 8 1) R 2 115

XU R L Y 7 ol 1) b [ 8 g g O e s A £ /211 5
DA A5 1 B T TR s\ 9 R (5 B

B ERER AT R EE .

XfF DFCA Riii, PRE(EEAFHEART LN -

1.

2.

B AT P IFA NS4 5 IR e R 1 5
TRAFE R THE R IS B
P TG R AR R IR 5

BRAFAVEEESR, tH DFCA Z48 1, BRYEVIES. CRL. IIESIS I 2 A AT 2 4b
RIS AT R JE 75 ZE AR

DFCA MRAAEMIEF N RS HE - -

FRARERMISONE, DFCA WA LS5 A BGE T T AL IR R BIAIEAS LUAMOLE 2 .

9.3.2 AN TR% #{5 5 Information Not Within the Scope

of Confidential Information

SUEHA R HERAE. FEHER T, FIERIERESE B R AT . DFCA f£4¢
B TEL S5 AR AT A5 R, B A BB R =TT

WP AR IR R BIAIE S SRR BT LU LDAP IR 5545 X [ A A AT o
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933k 7 R % {5 E W 5T /£ Responsibility to Protect

Confidential Information

DFCA. RA. T ELE SIS HKRINZ 57555, WA LS EIRA CP E, &
R R OR RS B TUE,  ATE A R BOR T B BAR e 3 Kt AT R

LLREAE RITA #E HTEAR I, 2k DFCA A JF B ER fh B i 10 R % A5 B
0 XA FE HEAT A5 T, DFCA J5 Rl AL FL 2R o 25 TR e DR 3 15 B AOAT 9 B AT
Hoth 7 B A2 514, DFCA ANRARIEAEf 5 A S i 8 bt T A THOREAE ST Ik . O/
#AG RT3 BRI AR SR B T AT RS B SR R T 2 54 .

2 DFCA FEARMERE. M. iRt DO AR R 8N SEFE P 2R TS, 620
A CP HUE IR % A5 S, DFCA RNAZHEESR, [P AR I A A K {5 5, DFCA
TAVKAAERI ST . RMIEEABIA IR T R [ ZRAN LSS

9.4 N ABRFARE Privacy of Personal Information
9.4.1 [EFAIREE 72 Privacy Plan
DFCA Nl 52 Fa b bR 2 7 ST T I N B BIRE -
9.4.2 fE AR A FRH{E 2 Information Treated as Private
TP RRBE AR A R RRIAIER N ERE R, EOCAERAME R
9.4.3 NEM ANBRFLAKI{E S Information Not Deemed Private

T SR A TR A AL OR AR B ASE F A B B SRR 2R A B .

HARREIAUET & ATTH, Wi LDAP k5% 455577 :Un A i .
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9.4.4 {7 B2 . ] 5t /& Responsibility to Protect Private

Information

R EIRAE ENS 58 A TUER ARG EAPOIE . 804558 =7

9.4.5 [ HEMNE BEFE 2 5FE Notice and Consent to Use

Private Information

EHRAES, FEREANFE.

9.4.6 IKVERBITEURE /5 E%# Disclosure Pursuant to

Judicial or Administrative Process

2 DFCA FEARMTERR. EMBURERZORT, BfEVER I ER T SR AHES FiEA
FRF E BRI EREFA(E BN, DFCA $Z AR VA B0 & 1 Z R BGER IR, [ HhaE AR
AAHRIE S, DFCA BAUKIEE DL XA BEARERAN T 1 B Ah R4 I DTAEAN L
%

947 H /b E # FE | £ Other Information Disclosure

Circumstances

FAh A7 5 B 1106 [ 2K 10 AH S e b
9.5 HIHZH Intellectual Property Rights

FRARASN A, DFCA 52 FF IR BEXTIETS LA DFCA $ B 4 S A A — D R0 AL
BAEFTE R ARRBUIR 28 7> AL - DFCA A BURE R R VBT R 48, 1EREREL
MR J5iks I AR, DLORIE RGERI AR A .

R CP (IRLE , T i DFCA 28K HE-B AR BERI AT i3 L ARBURIAR 5% 1) — TRl
B AR AN AR IR AU JE T DFCA Ay, IXSeRnil = B ELAE T A A SR AR B A B 30
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RA SHISSL RS DFCA FUBAUR A BRI HISCRY, 36 THEAT USSR I SR L.
9.6 fi& 54B{% Representations and Warranties

9.6.1 CA WRiR 57HLR CA Representations and Warranties

DFCA XUEFIT P b Zifioh an R AR =
1. DFCA 2R 45T FIIER5E 2T & CP WP A SER 2K
2. WEE R ETE A eSS BERUER Y (organizationalUnitNameb F£4H);

3.DFCA il CA FAHA B Z & WA O RS, DFCA ZE AT I 22 M LH A & B K
ARSI TR SRR UHE R E 5

4. DFCA 1% CP HIRLE, MIHEMIES:

5. DFCA R IAEA5 1T BB AR AT SRR REAEA S LS MaaT P B UEAS A R Ay S vk
H1F

6. TRUE HE 20 FFEE 15 3 B S T2 44 41 Jee o kA K TP bbb 1 18 AN sl
AL

7. Y F R T VRIS DA A R TR, WAARTR T A
8. SR MR MG AR AN 45 P 6L 27O 15 B 15 4E R S Tt
9. fRIEA CP 5 3.2 1 RO TRIGIE i AR H

10. % DFCA 51T " JGkEK, W DFCA 51T 7 & Ak A RCH T HAT HILT 7 R XU
4 DFCA 53T/ -k, s AR CLaT ml i A 463

1L B P R RAE R R A PRESE R CAREEES) @S L & R AT

DFCA X5 i 25U 4n  4H R -
1. BRARAGIAUERTT P E B4, R AT 5 B HER i

2. DFCA Se 2B A CP HIMLE 2 A IES;
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3. f£ DFCA {5 B FEHF RATHRNES C &% k% 1T, JFHAT P Ea A Cp ifle
% T ZiET .

9.6.2 RA WfRIR 57HLR RA Representations and Warranties

L SREGIEAST P FENE R SE 7T S A CP WA SEUIE 2K s

2. f£ DFCA AEMIEHR, AN RA KRR -SEGEF  E B 5k g AE

3. RA K4% CP HIMLE, MHfIn] DFCA #RAIEPHE. FiH. FEHEREiER.

9.6.3 1] F KBkt 5#H & Subscriber Representations and

Warranties

VT 1 B2 DFCA BRI, ABEILAIE DFCA. RA J RIS (F i b F R
1 A RO AT e 4

2. W PEHTEIESA ) RA SRELHE BV RS, eRMAER, BSRBAEMIRME

3. EAAEAEN, AT P AYRE AP & A& TUE, 3T A SUERRE A TR
FEATASERRR 5 18E . 3@ A1 DFCA BB BUINE 3 IR 551K

4. FAT PR BT A PIARXT NIRRT ORIk A, BIONIT P H B ZEA, IR
[EREAANS, IEBRARGET GEBARH. EHD, BRI A S5 HAEH]

5. BRARGAT P AUREN USR] BT PR OB RLE , 1T 7 SRIEA WS AAENLR (BEEANL
) B AL 55 5

6. —ZHERET, BEAOTIT P RIEREEZA CP i Z M AL, IR B Z R
BT P

7. —RAERZAET:, T RN AT T IR ORI AL B, R TTE R R
gt RHCE BT IR BT LA . MR . B EOR A BRAUE  ;

8. AMFIELAE(TR H DFCA A7t iAWl B3, B8 THEE, BAREANR T30 |
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PG FRIAE CEORIRIE 15 i 55 FRO 084 A 55 5

9. IEBEAR CP FHlE K FIVE R N A, FORHIETS ] T 2 SR B s Al 592
A H A5

10. REUZ 4. S EMEEOR D IEABIIIE L . MdR . PR R S B T S T

9.6.4 #K i 7 K1 fRid 5118 Relying Party Representations

and Warranties

1. JH5FA CP FTA HUE s

2. FEMBIETHT, B VEFSFE R [ 3 B AT YIRR 5 1 5

3. FEMBHEFHT, XFIEBREEREREAT R,

4, TEAHUIE TR, @A i) CRL 5k OCSP i\ iE 1o/ M EsH

5. ~HlTHRASHMENET 7 aBEE R, K07 etk gy DFCA w1k
MR AT N2, JF ELIARIE Rt B & siAt N 452k 5

6. NMHELAEMKE DFCA 2oril U I 2022 B8, Ths%, BRI AN R T 305 |
FRVE A CSOMTIE -5 R 55 A SR AT 95 o

965 =5 F KA LE#H IR Representations and

Warranties of Other Participants
HAh 2 5 NEF A CP HIHUE .
9.7 3B{R%F Disclaimers of Warranties

7S CP %S 9.6.1 H BRI 4, DFCA ASAR$H HARAT T T A ARAE AN X 55
1. AFIET . WKM7 . HAh 2 535 BRR N2
2. ANKF EL TR 5 B AR s A AT AT 301 H RALE 5

3. AKHIEFSAEHE HRE H 19 LA R R AR AT 545
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4. XHTATHS ), AR H AR T ARG B R S5 Hh T O s R B P 4 R R A
A

5. AT CP (I 9.6.3 2K, SRKBUNERA CP HIS 9.6.4 2 AT, {31

%% DFCA 2 7/t

9.8 BPR={E Limitations of Liability

ARYEC P A N R 22 7320 (P RN RS AN [ L 2 A2 VA VA AR ERE LA RLE
VENMIE B IR TTAEA ], DFCA FEARIEATAT SUEA S5, S AR N A TR

.

DFCA fE51] AR 25 3T PSR, X3 DT P gy i) SR R i i 5 A R

T 3 %5
9.9 IZ{Z Indemnities

9.9.1 MIENLM I 574E Indemnification by DFCA

% DFCA i# A CP 45 9.6.1 TR, 1T/ MMy &sn /A ] fii% DFCA 1% 54T
R E Tt BN, BHELL NS

1. DFCA RAlE-P R A R 2517 7 DIAMEE =75, S BOT BRI 3 32 102K 1

2. FEAT PRAAE B EBURHER . JRSERITEIL T, DFCA 2R IIEHHHEL 1R 15 2, @
BOT P BT 18 5245 5% 1

3. {£ DFCA WIHIT /7§52 B BB R AE R RRAR I DL, AEBR 3T P 28RS,
AR E BRI

4. 7T DFCA R T2 CA FAEHTIMt 5 ;

5. DFCA RAEMIERIET, SEURHTTEZ IR
9.9.2 iT P I 5t/E Indemnification by Subscribers

FEANRIEBLT, T %k B S R BRE  DFCA L M7 1%, N 27K $H I £2 T AE::
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LT EEMHE B, PIEGE. SReF S ERMEA LR, SBUEH DFCA K
HABUIE S R 55 DU B 55 =7 18 2 41 3

2. WP AIMOE BCE A R IE AL . Ok, BRIV it . RO A
DFCA K HIZAHEF RS, BLEA KAl NAE TG R DFCA R A B UEAS AR 55
PR B8 =7

3. AT PEER AT, AERA CP RARKERAEINE, B RAE-F A4 CP MlE
(5l 55 i 5

4. T 7 s HARA BUGR A IUE S A SRR HESHTE KA, 1) DFCA R iZiE BiEHH S
B ULRATHR, EZE e AT ARESE 5, B AT 5 I P R4 43 1), 45 DFCA $4
HEZR CP IRLVEREAT 1A KERAE, BAAZIETT P UK 10 BT A 451 3 W £ 5T A s

)]

CUERHRRE R AT, (BRI I &I IE RT DFCA AT ;

@)

AN AIRICE R R 1R, BRI R B T . B MERSE

J

- AR RIRLVEH B R B G R, R4 IR FIUE S5 9F [ 38 A DFCA KA 5

o]

- UEFS BB AL G FIAE 5

°

WP BOUEASE BARIE 138 =5 BRI AL

10. FERE H9 N PTG AME FIETS, NS iR ARG 30

9.9.3 K ¥t 77 W % 1% 77 /& Indemnification by Relying

Parties

FEANNBOLT, WA B & G R DFCAL 1T 7 2k, N 27 fH I 4 54T
1. BEH AT DFCA SHT (X ANA CP #LE [ 3555

2. REEMKIEA CP MVEREAT S B4 4%, 380 DFCA K HBBAIE Ik S5 UGBS =T

R

3. ARG TUBOIESS, AR W RTIE A7 £E R v 3T BR A5 P A 155 2 B
UEFS S iy T REHN BT, (HATS SR KA 55
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4. MR BAT RIS S AR BEHEAT B0 0E 5

5. HT AT 2 CRL 50 OCSP Fi I 52 2 2k 4.
9.10 BXHAPR54 1L Term and Termination

9.10.1 5 HAFR Term

A CP fEA Rz HEMEIERAR,  E—h/AR CP RN 2R 3%.

A CP fE T —hAs CP A%z HuliAs CP &1l HIf 254,
9.10.2 2% 1 Termination

DFCA it 1EA CP (BFFHABITIA) . A CP (BHFEHEITIRA) H DFCAfEHE
Wk A AT AR A B 30 HE 4L,

9.10.3 M & 1E 5{%8 Effect of Termination and Survival

A CP 21k, FMREVIENUA FAIENL S5 9281k, (EAAUENY 55 f 2 I AN B R A ATENL
P TR L 1k o DEHLAE (1 55 28 11 5 R HR A5 2R R It » R AAIE Al 55 e Lk 3 AR A TEA LA,
PRAELT 7 M) 2 o

9.11 ¥&5EH/MBESLE5S%E Individual Notices and

Communications with Participants

YAENUAE L Z RO, SRR P UEF . RIT FORAEF I HUE S i@ AT
JHHAME AT P IRAT Y, FEE A, i IR, AN HERIT T KT

9.12 {&1] Amendments

9.12.11&1THEF Procedure for Amendment

22 DFCA HIZARIER M, DFCA 1TBUE T 1RFE 2/ D #H & —IRA CP, itk
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HAFa E SRR BE AT R LUK AR AE,  FF SR S5 TT R K SEPR K o

A% CP 21T, i DFCA L2 EHEL 2R E CP HE /N TTER CP Rt
Wiy IR AT GUFME TR, B BUS WG R RISE B G 2w b CP %5 /)
AR SRS B DA 2 1P o i L 5E B CP B2k #E CP JRA S, JFTERCER, k245

T EAEdH: ZERRE RS FERRFERG, JrAIR ARG

NEATBERI I 5T B & AT Z HEE 30 KA [ Tk AYE BB & 5.

9.12.2 i BAINLH| A HAFR Notification Mechanism and Period

A< CP £ DFCA M5 F & AR

FRATER, BB A CP AE DECA IR A A, X BARAD NAME S AT 50 -

9.12.3:% & Bt Mk %5 B W] ) %5 2 Circumstances Under
Which CP Must be Changed

WA HIL T FIE L, DFCA D206 A CP #4712 84

1.

2.

EHBA MBI ERRRE, RLSLmILA CP KA %E;

A RNV S5 B AR SR AT ST ;

- WIE RGN KR8 B & A R T el 22 s
VR AR TR

. DU CP iDL 2RI .

9.13 F 4 ¥ Dispute Resolution Provisions

UEFAT T MO S5 SR AE FL T IR TG ) b ™ A i ] #2588 LR SR BRI

L.

2.

3.

HENESLEM, WA CP P HLE, BIHTUEDT;
FEpEPSHINIIN SR YN

ARG, W LUEE RE IR AR
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4. AR(THE DFCA BB gA CP Fir™ A= B AT S+ BT S22 VR A [, 52 DFCA By
FEHL N R B B

9.14 E4E%# Governing Law

A% CP 22 NI EE AN E R, BAREART (i NRIAE B 7254
20 (R TFERSEEIED (BT ERS ZLE NG 4.

9.15 5iEHEZENFE Y™ Compliance with Applicable

Law

A CP A& (hHNRILME B4 . CRTIANEIRS EHINE) . (B0
EAR 55 # A B MY LA A rh e N RICAN R A A A E -

9.16 —fE%&E: Miscellaneous Provisions

9.16.1 52 ¥/ Entire Agreement

A CP R EASGHI . 5 E AR M- sk Sk fi#ke. CPS. CP. AT/ il K877
WA TE UM % 2 5 3 Z TR 58 B Bl

9.16.2 ¥%1il: Assignment
DFCA. RA. T S AMHiTT 2 B 54T XS5 A sl AR b 45 HoAth 7 .
9.16.3 73 E|? Severability

292 B B A A R WU A R WM R RS — 2% el T R iR R TS AN B AT i, A
B A RS K JE RS BUE A P UTE R

9.16.4 55347 Enforcement

Gl — 7 X A R RS — T ) 3 S S AZ AR AR R ST, AN RUVRE AR A R BOR R S R — %
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L3 SR

A [ AR IR S S0 % AR HE Y BT

9.16.5 AT $1 /] Force Majeure

KA CP il 5E (1) CPS BALIEAFHLII 5K, BLRS & T HIA 28 o

9.17 H#b%F: Other Provisions

DFCA XA CP i S &R Rl .
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